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0f2d0b6725441fa93565190d60b6e267bd10823991dde83557e50ead034da44d

1.2995 BTC

43.48871602 BTC

1H6ZZpRmMnrw8ytepV3BYwMjYYnEkWDqVP
(44.79421602 BTC - Output)

16iRbSf3jxQ9yNkWpjTS8qXERd266932GS -
(Unspent)
1H6ZZpRmMnrw8ytepV3BYwMjYYnEkWDqVP -
(Unspent)

Transaction View information about a bitcoin transaction

1 Confirmations 44.78821602 BTC

Input Scripts
ScriptSig: PUSHDATA(71)
[304402202c28e203539b54ba640cf035da179bfebbf19caeaffcb9f3cdc884bf8f6653c00220123f1f9f3ae197a4b0062c6c6fbc9bde7e43dbc
PUSHDATA(33)[02227cedfab55d1b7642d47a5ac92638ed8822a23c3ddadf88defea45a37f5935e]

Output Scripts
DUP HASH160 PUSHDATA(20)[3eae3697975ae35c475e52307f26b8db0d554dcb] EQUALVERIFY CHECKSIG

DUP HASH160 PUSHDATA(20)[b08f46e4d21cd0547a8a1e2e43e5440284f710a4] EQUALVERIFY CHECKSIG

Summary

Size 225 (bytes)

Weight 900

Received Time 2018-01-31 17:24:34

Included In
Blocks

506994 ( 2018-01-31 17:27:24 +
3 minutes )

Confirmations 1 Confirmations

Visualize View Tree Chart

Inputs and Outputs

Total Input 44.79421602 BTC

Total Output 44.78821602 BTC

Fees 0.006 BTC

Fee per byte 2,666.667 sat/B

Fee per weight unit 666.667 sat/WU

Estimated BTC
Transacted

1.2995 BTC

Scripts Hide scripts &
coinbase

BLOCK, HASH, TRANSACTION, ETC...WALLET DATA API ABOUT

Bitcoin Transaction 0f2d0b6725441fa93565190d60b6e267bd10... https://blockchain.info/tx/0f2d0b6725441fa93565190d60b6e26...

1 of 1 31/01/2018, 18:45
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When cryptocurrencies mine their own business?

Jason Teutsch, Sanjay Jain, and Prateek Saxena

School of Computing
National University of Singapore

Singapore 117543
teutsch@comp.nus.edu.sg
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Abstract. Bitcoin and hundreds of other cryptocurrencies employ a
consensus protocol called Nakamoto consensus which rewards miners for
maintaining a public blockchain. In this paper, we study the security
of this protocol with respect to rational miners and show how a minor-
ity of the computation power can incentivize the rest of the network
to accept a blockchain of the minority’s choice. By deviating from the
mining protocol, a mining pool which controls at least 38.2% of the net-
work’s total computational power can, with modest financial capacity,
gain mining advantage over honest mining. Such an attack creates a
longer valid blockchain by forking the honest blockchain, and the at-
tacker’s blockchain need not disrupt any “legitimate” non-mining trans-
actions present on the honest blockchain. By subverting the consensus
protocol, the attacking pool can double-spend money or simply create
a blockchain that pays mining rewards to the attacker’s pool. We show
that our attacks are easy to encode in any Nakamoto-consensus-based
cryptocurrency which supports a scripting language that is su�ciently
expressive to encode its own mining puzzles.

1 Introduction

Hundreds of cryptocurrencies are in use today, and investments in cryptocur-
rencies continue to increase steadily [1]. Some cryptocurrencies, such as Bitcoin
and Ethereum, aim to serve as underlying substrates for financial applications
beyond simple distributed ledgers and payment services. Nearly all cryptocur-
rencies share a protocol known as the Nakamoto consensus protocol as their
backbone. The security of the Nakamoto consensus protocol has recently been
rigorously analyzed, under the assumption that a majority of the miners follow
the protocol honestly [10]. Does this backbone remain secure when miners purely
try to maximize their financial payo↵s? In this paper, we study this question from
the lens of cryptocurrencies which permit expressive transaction semantics.

? J. Teutsch and P. Saxena’s research is supported by Singapore Ministry of Education
Grant No. R-252-000-560-112. S. Jain is supported in part by NUS grant Nos. R252-
000-534-112, R146-000-181-112 and C252-000-087-001.
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A scalable verification solution for blockchains

Jason Teutsch

TrueBit Establishment

jt@truebit.io

Christian Reitwießner

Ethereum Foundation

chris@ethereum.org

November 16, 2017

Abstract

Bitcoin and Ethereum, whose miners arguably collectively comprise
the most powerful computational resource in the history of mankind,
o↵er no more power for processing and verifying transactions than a
typical smart phone. The system described herein bypasses this bottle-
neck and brings scalable computation to Ethereum. Our new system
consists of a financial incentive layer atop a dispute resolution layer
where the latter takes form of a versatile “verification game.” In addi-
tion to secure outsourced computation, immediate applications include
decentralized mining pools whose operator is an Ethereum smart con-
tract, a cryptocurrency with scalable transaction throughput, and a
trustless means for transferring currency between disjoint cryptocur-
rency systems.

Contents

1 Securing computations with economics 2
1.1 Outsourced computation . . . . . . . . . . . . . . . . . . . . . 3
1.2 Practical impact . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.3 Smart contracts . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2 How TrueBit works 5
2.1 System properties . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.2 Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.3 Attacker model . . . . . . . . . . . . . . . . . . . . . . . . . . 9

3 Dispute resolution layer 10
3.1 Bottleneck: The Verifier’s Dilemma . . . . . . . . . . . . . . . 11
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TECHNICAL((CRYPTO[ECONOMICS(Fig. 1. The graph of the transaction protocol.

This basic analysis suggests that the players should agree deposits db � p
and dp � p. Indeed, in this case the successful transaction ([P/C], [S/C]) is a
Nash equilibrium as well.

Though the above formulation as a strategic game can be useful for a prelim-
inary analysis, it does not fully catch the nature of the actual transaction: the
choices are not taken altogether at the very beginning but somehow sequentially.
As the players are perfectly aware of the state of the system, this knowledge may
and actually does influence their next choices.

The transaction can be described through the directed graph of Figure 1.
Each node represents one possible state of the system, while each arc represents
one action that can be taken by one of the players in the state at the tail
node leading to the state at the head node. Node A0 represents the initial state
(agreement settled), while the nodes labelled with F represent the end of the
transaction with a specific outcome. Notice that there are five end (F) nodes
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(a) Buyer’s automata

(b) Buyer’s prism implementation

(c) Actions’s probabilities in state 2

Fig. 3. Model and implementation of the Buyer’s player.

State 2 is actually one of the two nodes where players can make a decision
(double arrow): either leave, and hence break the protocol, by moving to state
5 with loss of the deposit, or play their own part by moving to state 3, which in
this case leads to the payment of the agreed price. There is not synchronisation
here as this is a personal (a.k.a. internal) choice. The two branches of the arrow
are labeled with n : m. These are the two probabilities associated with each
branch for the case in which the buyer (seller, resp.) has (n) or has not (m)
received the goods (payment, resp.).

The modelling of such a probabilistic choice is key. If the buyer has received,
but not yet paid at this stage, the probabilities okP to follow the protocol and
koP to abandon it (both players loose the deposit) take into account the ratio of
the paid deposit over the price still to be paid (symmetrically, the deposit over
the value of the goods to be sent):

okP = min(1,

✓
d

p

◆r

) koP = 1� okP

As expected, if p  d the protocol is followed with probability 1 because there is
no gain in stealing the goods and loosing the deposit. Otherwise, the probability
decreases as much as the deposit is irrelevant with respect to the price/value.
Furthermore, we have added the exponential r to model the player’s attitude.
With r = 1/2, say, the value d/p is amplified towards 1, i.e. reducing the
attitude to steal, as an honest player would typically do. With r � 1 the e↵ect
is the opposite, increasing the probability to steal.

If goods have not yet been received (m value on the arrow), it is assumed
that the buyer (seller) will proceed to payment (shipment) with P = 0.85, hence
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Abstract. Decentralised smart contracts represent the next step in the
development of protocols that support the interaction of independent
players without the presence of a coercing authority. Based on protocols
à la BitCoin for digital currencies, smart contracts are believed to be a
potentially enabling technology for a wealth of future applications. The
validation of such an early developing technology is as necessary as it is
complex. In this paper we combine game theory and formal models to
tackle the new challenges posed by the validation of such systems.

1 Introduction

The introduction of the BitCoin protocol in 2008 has strongly pushed forward
the development of decentralised distributed systems. BitCoin is decentralised
since it is not controlled by any central coercing authority. Rather, a computa-
tionally expensive distributed consensus over the internet certifies its transitions,
for instance preventing the double expenditure of immaterial money. Due to the
computational costs involved, the consensus of the whole BitCoin network over
the internet cannot realistically be overturned. Although BitCoin has been
highly volatile and associated to illegal activities, institutional players, including
governments and banks, as well as the general public, have shown interest in it.
BitCoin has started to appear as a potentially reliable and enabling technology. AQ1

Currently, the next step builds on top of BitCoin, aiming to introduce decen-
tralised distributed technologies on a larger scale. One example of this are decen-
tralised smart contracts, i.e. protocols designed to define self-enforcing contracts

Authors would like to thank David Zimbeck for useful discussions and for sharing
information about BitHalo.

c⃝ Springer International Publishing Switzerland 2015
C. Bodei et al. (Eds.): Degano Festschrift, LNCS 9465, pp. 1–20, 2015.
DOI: 10.1007/978-3-319-25527-9 11
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The Stellar Consensus Protocol:
A Federated Model for Internet-level Consensus

DAVID MAZIÈRES, Stellar Development Foundation

This paper introduces a new model for consensus called federated Byzantine agreement (FBA). FBA achieves
robustness through quorum slices—individual trust decisions made by each node that together determine
system-level quorums. Slices bind the system together much the way individual networks’ peering and tran-
sit decisions now unify the Internet.

We also present the Stellar Consensus Protocol (SCP), a construction for FBA. Like all Byzantine agree-
ment protocols, SCP makes no assumptions about the rational behavior of attackers. Unlike prior Byzantine
agreement models, which presuppose a unanimously accepted membership list, SCP enjoys open member-
ship that promotes organic network growth. Compared to decentralized proof of-work and proof-of-stake
schemes, SCP has modest computing and financial requirements, lowering the barrier to entry and poten-
tially opening up financial systems to new participants.

CCS Concepts: •Security and privacy → Distributed systems security; Security protocols;

Additional Key Words and Phrases: Byzantine fault tolerance, asynchronous systems

1. INTRODUCTION

Financial infrastructure is currently a mess of closed systems. Gaps between these
systems mean that transaction costs are high [Provost 2013] and money moves slowly
across political and geographic boundaries [Banning-Lover 2015; CGAP 2008]. This
friction has curtailed the growth of financial services, leaving billions of people under-
served financially [Demirguc-Kunt et al. 2015].

To solve these problems, we need financial infrastructure that supports the kind of
organic growth and innovation we’ve seen from the Internet, yet still ensures the in-
tegrity of financial transactions. Historically, we have relied on high barriers to entry to
ensure integrity. We trust established financial institutions and do our best to regulate
them. But this exclusivity conflicts with the goal of organic growth. Growth demands
new, innovative participants, who may possess only modest financial and computing
resources.

We need a worldwide financial network open to anyone, so that new organizations
can join and extend financial access to unserved communities. The challenge for such
a network is ensuring participants record transactions correctly. With a low barrier
to entry, users won’t trust providers to police themselves. With worldwide reach,
providers won’t all trust a single entity to operate the network. A compelling alter-
native is a decentralized system in which participants together ensure integrity by
agreeing on the validity of one another’s transactions. Such agreement hinges on a
mechanism for worldwide consensus.

This paper presents federated Byzantine agreement (FBA), a model suitable for
worldwide consensus. In FBA, each participant knows of others it considers impor-
tant. It waits for the vast majority of those others to agree on any transaction before
considering the transaction settled. In turn, those important participants do not agree
to the transaction until the participants they consider important agree as well, and so
on. Eventually, enough of the network accepts a transaction that it becomes infeasible
for an attacker to roll it back. Only then do any participants consider the transaction
settled. FBA’s consensus can ensure the integrity of a financial network. Its decentral-
ized control can spur organic growth.

This paper further presents the Stellar consensus protocol (SCP), a construction for
FBA. We prove that SCP’s safety is optimal for an asynchronous protocol, in that it
guarantees agreement under any node-failure scenario that admits such a guarantee.

Draft of February 25, 2016

8 D. Mazières

!2

!1

!3

!(!1) =
!(!2) =
!(!3) =
{{!1, !2, !3}} !5

!4

!6

!(!4) =
!(!5) =
!(!6) =
{{!4, !5, !6}}

Fig. 6. FBAS lacking quorum intersection
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Fig. 7. Ill-behaved node !7 can undermine quorum intersection.

This section answers the following question: given a specific ⟨",!⟩ and particular
subset of " that is ill-behaved, what are the best safety and liveness that any feder-
ated Byzantine agreement protocol can guarantee regardless of the network? We first
discuss quorum intersection, a property without which safety is impossible to guar-
antee. We then introduce a notion of dispensable sets—sets of failed nodes in spite of
which it is possible to guarantee both safety and liveness.

4.1. Quorum intersection

A protocol can guarantee agreement only if the quorum slices represented by function
! satisfy a validity property we call quorum intersection.

Definition (quorum intersection). An FBAS enjoys quorum intersection iff any two of
its quorums share a node—i.e., for all quorums "1 and "2, "1 ∩ "2 ≠ ∅.

Figure 6 illustrates a system lacking quorum intersection, where ! permits two quo-
rums, {!1, !2, !3} and {!4, !5, !6}, that do not intersect. Disjoint quorums can indepen-
dently agree on contradictory statements, undermining system-wide agreement. When
many quorums exist, quorum intersection fails if any two do not intersect. For exam-
ple, the set of all nodes {!1,… , !6} in Figure 6 is a quorum that intersects the other two,
but the system still lacks quorum intersection because the other two do not intersect
each other.

No protocol can guarantee safety in the absence of quorum intersection, since such
a configuration can operate as two different FBAS systems that do not exchange any
messages. However, even with quorum intersection, safety may be impossible to guar-
antee in the presence of ill-behaved nodes. Compare Figure 6, in which there are two
disjoint quorums, to Figure 7, in which two quorums intersect at a single node !7, and
!7 is ill-behaved. If !7 makes inconsistent statements to the left and right quorums,
the effect is equivalent to disjoint quorums.

In fact, since ill-behaved nodes contribute nothing to safety, no protocol can guaran-
tee safety without the well-behaved nodes enjoying quorum intersection on their own.
After all, in a worst-case scenario for safety, ill-behaved nodes can just always make
any possible (contradictory) statement that completes a quorum. Two quorums over-
lapping only at ill-behaved nodes will again be able to operate like two different FBAS
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Abstract. The blockchain paradigm when coupled with cryptographically-secured transactions has demonstrated its
utility through a number of projects, not least Bitcoin. Each such project can be seen as a simple application on
a decentralised, but singleton, compute resource. We can call this paradigm a transactional singleton machine with
shared-state.

Ethereum implements this paradigm in a generalised manner. Furthermore it provides a plurality of such resources,
each with a distinct state and operating code but able to interact through a message-passing framework with others.
We discuss its design, implementation issues, the opportunities it provides and the future hurdles we envisage.

1. Introduction

With ubiquitous internet connections in most places
of the world, global information transmission has become
incredibly cheap. Technology-rooted movements like Bit-
coin have demonstrated, through the power of the default,
consensus mechanisms and voluntary respect of the social
contract that it is possible to use the internet to make
a decentralised value-transfer system, shared across the
world and virtually free to use. This system can be said
to be a very specialised version of a cryptographically se-
cure, transaction-based state machine. Follow-up systems
such as Namecoin adapted this original “currency appli-
cation” of the technology into other applications albeit
rather simplistic ones.

Ethereum is a project which attempts to build the gen-
eralised technology; technology on which all transaction-
based state machine concepts may be built. Moreover it
aims to provide to the end-developer a tightly integrated
end-to-end system for building software on a hitherto un-
explored compute paradigm in the mainstream: a trustful
object messaging compute framework.

1.1. Driving Factors. There are many goals of this
project; one key goal is to facilitate transactions be-
tween consenting individuals who would otherwise have
no means to trust one another. This may be due to
geographical separation, interfacing di�culty, or perhaps
the incompatibility, incompetence, unwillingness, expense,
uncertainty, inconvenience or corruption of existing legal
systems. By specifying a state-change system through a
rich and unambiguous language, and furthermore archi-
tecting a system such that we can reasonably expect that
an agreement will be thus enforced autonomously, we can
provide a means to this end.

Dealings in this proposed system would have several
attributes not often found in the real world. The incor-
ruptibility of judgement, often di�cult to find, comes nat-
urally from a disinterested algorithmic interpreter. Trans-
parency, or being able to see exactly how a state or judge-
ment came about through the transaction log and rules
or instructional codes, never happens perfectly in human-
based systems since natural language is necessarily vague,

information is often lacking, and plain old prejudices are
di�cult to shake.

Overall, I wish to provide a system such that users can
be guaranteed that no matter with which other individ-
uals, systems or organisations they interact, they can do
so with absolute confidence in the possible outcomes and
how those outcomes might come about.

1.2. Previous Work. Buterin [2013a] first proposed the
kernel of this work in late November, 2013. Though now
evolved in many ways, the key functionality of a block-
chain with a Turing-complete language and an e↵ectively
unlimited inter-transaction storage capability remains un-
changed.

Dwork and Naor [1992] provided the first work into the
usage of a cryptographic proof of computational expendi-
ture (“proof-of-work”) as a means of transmitting a value
signal over the Internet. The value-signal was utilised here
as a spam deterrence mechanism rather than any kind
of currency, but critically demonstrated the potential for
a basic data channel to carry a strong economic signal,
allowing a receiver to make a physical assertion without
having to rely upon trust. Back [2002] later produced a
system in a similar vein.

The first example of utilising the proof-of-work as a
strong economic signal to secure a currency was by Vish-
numurthy et al. [2003]. In this instance, the token was
used to keep peer-to-peer file trading in check, ensuring
“consumers” be able to make micro-payments to “suppli-
ers” for their services. The security model a↵orded by
the proof-of-work was augmented with digital signatures
and a ledger in order to ensure that the historical record
couldn’t be corrupted and that malicious actors could not
spoof payment or unjustly complain about service deliv-
ery. Five years later, Nakamoto [2008] introduced an-
other such proof-of-work-secured value token, somewhat
wider in scope. The fruits of this project, Bitcoin, became
the first widely adopted global decentralised transaction
ledger.

Other projects built on Bitcoin’s success; the alt-coins
introduced numerous other currencies through alteration
to the protocol. Some of the best known are Litecoin and
Primecoin, discussed by Sprankel [2013]. Other projects
sought to take the core value content mechanism of the
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Tezos: A Self-Amending Crypto-Ledger
Position Paper

L.M Goodman

August 3, 2014

“Laissez faire les propriétaires.”

— Pierre-Joseph Proudhon

Abstract

The popularization of Bitcoin, a decentralized crypto-currency has in-
spired the production of several alternative, or “alt”, currencies. Ethereum,
CryptoNote, and Zerocash all represent unique contributions to the crypto-
currency space. Although most alt currencies harbor their own source of
innovation, they have no means of adopting the innovations of other cur-
rencies which may succeed them. We aim to remedy the potential for
atrophied evolution in the crypto-currency space by presenting Tezos, a
generic and self-amending crypto-ledger.

Tezos can instantiate any blockchain based protocol. Its seed protocol
specifies a procedure for stakeholders to approve amendments to the proto-
col, including amendments to the amendment procedure itself. Upgrades
to Tezos are staged through a testing environment to allow stakeholders
to recall potentially problematic amendments.

The philosophy of Tezos is inspired by Peter Suber’s Nomic[1], a game
built around a fully introspective set of rules.

In this paper, we hope to elucidate the potential benefits of Tezos, our
choice to implement as a proof-of-stake system, and our choice to write it
in OCaml.
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